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Protecting Our Most 

Important Asset 





Deter 

Key Action Items 

1 





Dumpster Diving 

Your Trash 



Over One Security Breach a Day 

www.opensecurityfoundation.org 



Not Secure Secure 

Use High Security Shredder 

Secure Shredding 

Strip Cut Cross-Cut 

Diamond Cut 



OK ï So You Donôt Want 

To Get a Shredder? 



Physical Deterrence 



Federal Reserve Bank, Kansas City 





Climbed Over 

 6-Foot Fence  

Crawled Under 

Second Fence 

Tried to Touch 

Loose Wires 

Together to Make 

 the Door Open 

ñhe was 

intoxicatedò 

Layers of Security 



Establish a Culture of 
Security 

Key Action Items 

2 



30% of organizations do not train  

their employees about data security 

or protection of sensitive data 

A Recent Business Survey: 

Employee Security 



Whether you are leading a team, a 

family, a small business or a large 

corporation, if you donôt trust one 

another there is going to be trouble. 

 

-Joe Paterno 



ñIn looking for people to hire, you 

look for three qualities - 

ñif they donôt have the first, the 

other two will kill you.ò 

1. Integrity 

2. Intelligence 3. Energy 

Warren Buffet said this: 



Restrict Information 

Key Action Items 

3 





Deny 
Computer 

Access 

Deny E-mail 
Access 

Deny 
Building 
Access 

Deny Voice 
Mail Access 

Physical 
Files 

Returned 

Digital 
Media 

Returned 

Deny 
Database 

Access 

Property 
Retuned 

Deny 
Computer 

Access 

Digital 
Media 

Returned 

Deny 
Database 

Access 



Protect Electronic 
Information  

Key Action Items 

4 





Hoodlums to Hackers 





Cyber Criminal Organization Chart 

Leaders 

Recruit 

Direct 

Tech Experts 

Maintain IT 

Structure 
Distributors 

Sell Stolen 

Data 
 

Coders 

Write 

Malware 
 

Fraudsters 

Employ 

Phishing 

E-mails 

Hackers 

Search for 

Network 

Vulnerabilities 

Host Provider 

Offer Safe 

Hosting of 

Illicit Content 

Tellers 

Launder 

Money in 

Various 

Currencies 
 

Money Mules 

Complete Wire 

Transfers 

Cashiers 

Provide Drop 

Accounts For 

Criminals 



August 20, 2010 

1 Billion Internet 

Connected Devices 

50 Billion Internet 

Connected Devices 

2020 2010 

$ 48 per 

share 

$ 7.68 

Billion 

Televisions   -    Cars   -   ATMs   -   Medical Devices 



128 Bit Encryption 

WPA 

WPA2 

WEP 

Strong Encryption 

Brute Force Attacks 

Denial Of Service Attacks 

Spoofing 

Domain Name System Cache Pollution 

Computer Security 

? 







Laptop Security 



Letter Sent By U.S. Army 

laptop computer 

containing social security numbers 

April, 2010 



Step 1 

Company places Social Security Numbers 

 on a Laptop Computer 

Step 2 

Laptop Goes Home With an Employee 

Step 3 

Employeeôs Spouse Uses Computer to 

Download Music via Limewire 

Step 4 

Identity Thieves See SSN on Computer and 

Download That File 

Anatomy of a Cyber Data Theft 



Laptop Data Breach 

Company Letter 

é15,700 people who actually had there data accessed and copied 



Step 1 

Company places Social Security Numbers 

 on a Laptop Computer 

Step 2 

Laptop Goes Home With an Employee 

Step 3 

Employeeôs Spouse Uses Computer to 

Download Music via Limewire 

Step 4 

Identity Thieves See SSN on Computer 

and Download That File 

Prevention 

Donôt Place Sensitive 

Information on 

Removable Media 

Donôt Let Media 

 Go Home 

Strict Policy; 

Train Employees; 

Restrict Downloads 

Encrypt Sensitive 

Information on 

Removable Media 

Anatomy of a Cyber Data Theft 



Massachusetts 



Over One Security Breach a Day 



Digital Copiers 



Computer Virus Protection 



Technology Can Fail 



Computer Security 

Be Wary of 

Downloadable 

Files and 

 E-mail 

attachments 

ÅHackers exploit these 

files to plant malicious 

code 

Åexecutable files 

Åvideo files 

 



May 2, 2010 



Communication Security 



Popular Mechanics Magazine, 1950 





Be Smart With Smartphones 

Use Passwords/Locking Features 
 

 

 

 

 

 

 

Backup Information 
 

 

 

 

 

 

 

Remote Wipe 
 

 

 

 

 

 

 

Tracking Software 
 

 

 

 

 

 

 









Watch Out for Phishing 

Key Action Items 

5 
Telephone Conversations 







Norwalk, Connecticut ï Circa 1973 



Watch What is Said 

 to Callers on the Phone 
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2009: Up 14% 





December, 2010 

President Signed  
The Red Flag Clarification Act of 2010 



Medical Practice Red Flags 



Common Sense 

isnôt common  




